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EXECUTIVE SUMMARY  

 

Background and aim  

The series of recent terrorist attacks, as well as the various foiled and failed terrorist plots 

on European soil, have more tha n ever reinforced the popular awareness of the 

vulnerabilities that go hand - in -hand with the open democracies in the European Union 

(EU). The fact that these attacks followed each other with short intervals, but mostly due to 

the fact that they often did n ot fit the profile and modus operandi of previous attacks,  have 

significantly contributed to the difficulty for security agencies to signal the threats as they 

are materialising. The mod i operandi used showed a diversity of targets chosen, were 

committed b y a variety of actors including foreign fighter returnees, home -grown jihadist 

extremist s, and lone actors, and were executed with a variety of weapons or explosives. 

Furthermore, another complicating factor is the trend towards the weaponisation of 

ordina ry life in which a truck or a kitchen knife already fulfils the purpose.  

Governments, policy -makers, and politicians in most EU Member States feel the pressure of 

the population who call for adequate responses to these threats. Similarly, the various 

acto rs of the EU on their own accord, or the European Council driven by (some) M ember 

States , have stressed the importance of effective responses to these increased threats, and 

have specifically underlined the importance of sharing of information and good coo peration. 

Very illustrating in this respect are the conclusion s adopted during the European Council 

meeting of 15 December 2016, in which the European Council stresse d the importance of 

the political agreement on the Counter -Terrorism Directive, emphasised  the need to swiftly 

adopt the proposals on regulation of firearms and anti -money laundering, as well as the 

implementation of the new passenger name record (PNR) legislation. 1 The European 

Council furthermore welcomed the agreement on the revised Schengen  Borders Code, and 

stressed the importance of finding agreement on the Entry/Exit System and the European 

Travel Information and Authorisation System. 2 

Although the easy way to satisfy the call for action by the national populations seems to be 

to just tak e action for the sake of it, the responsibility lies with the relevant actors, in line 

with the objectives and principles of the EU Treaty and the values the EU represents 3,  to 

actually assess the security situation, and implement, amend or suggest (new) p olicies that 

are adequate, legitimate, coherent and effective in the long run. It is with that objective in 

mind that this study, commissioned by the European Parliament, has made an assessment 

of the current policy architecture of the EU in combating terr orism, particularly looking into 

loopholes, gaps or overlap in policies in areas ranging from international and inter -agency 

cooperation, data exchange, external border security, access to firearms and explosives, 

limiting the financing of terrorist activi ties, criminalising terrorist behaviour and prevention 

of radicalisation. This study furthermore looks into the effectiveness of the implementation 

of policies in M ember States  and the legitimacy and coherence of the policies.  

                                                 

 
1 European Council, Conclusions of the European Council meeting of 15 December 2016, EUCO 34/16.  
2 Ibid.  
3 Since the Treaty of Lisbon in 2009, according to article 6 of the Treaty of the European Union, the Charter of 
Fundamental Rights are part and parcel of the mandate of the EU.  
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Seven major policy themes w ere selected and addressed in depth by this study:  

¶ Measures and tools for operational cooperation and intelligence/law enforcement 

and judicial information exchange;  

¶ Data collection and database access and interoperability;  

¶ Measures to enhance external bor der security;  

¶ Measures to combat terrorist financing;  

¶ Measures to reduce terroristsô access to weapons and explosives; 

¶ Criminal justice measures;  

¶ Measures to combat radicalisation and recruitment.  

The research team has assessed the degree of implementatio n of EU counter - terrorism 

measures under these seven themes in a selection of seven Member States: Belgium, 

Bulgaria, France, Germany, the Netherlands, Slovakia and Spain. This study sets out policy 

options for the future direction of EU counter - terrorism policy. The focus of policy options is 

on future threats and developments, and on developing creative yet feasible policy 

solutions.  

 

Main findings  

 
Trend analysis and future developments  

The EUôs counter-terrorism agenda has been to a large extent ócrisis-drivenô, and was 

heavily influenced by four major shock waves: (1) 9/11; (2) the Madrid and London 

bombings; (3) the Syrian civil war and rise of ISIS, the foreign (terrorist) fighters 

phenomenon, and the attacks on Charlie Hebdo, the Bataclan and Brussel /Zaventem; (4) 

the Nice and Berlin attacks and a series of small - scale attacks, featuring the rise of the lone 

actors and the weaponisation of ordinary life. Since these shocks were all related to Islamic 

terrorism, this has been the main EU counter - terror ism focus.  

The past ten years have shown a steady increase in the number of terrorist attacks in 

Europe. Attacks by separatist and left -wing extremist movements have been on a steady 

decline, whereas these last years show an increase in right -wing and jiha dist extremism.  

Researchers agree that lone -wolf terrorism is on the rise, facilitated by increased 

availability of information on the internet that can be used for terrorist acts and calls upon 

Muslims in Western countries to commit lone -actor attacks in their countries of residence 

by Al -Qaeda and more recently ISIS.  

One prominent researcher has estimated that one in 15 to 20 returnees poses a security 

risk. This was based on foreign fighters who travelled to the conflict zone before 2011, and 

it is very likely that the risks with regard to those who left after 2011 is higher. Due to 

increased military pressure on ISIS both the number of returnees and the relative risk 

associated with their return are expected to increase.  
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Mapping the EU Counter - terroris m policy architecture  

Prior to 11 September 2001, cooperation in the field of counter - terrorism was informal and 

not officially part of the institutional structure of the then European Community. In 

response to the bombings in London on 7 July 2005, the Un ited Kingdom (UK), holding the 

Presidency for the second half of the year, drafted what was ultimately adopted in 

December 2005 as the óEuropean Union Counter-Terrorism Strategyô. The added value of 

the 2005 EU Counter -Terrorism Strategy and particularly i ts coherence with the plethora of 

overarching (e.g. the EUôs internal and external security strategies) and sub-strategies 

(e.g. on countering radicalisation and recruitment, countering terrorist finance, protection 

of critical infrastructure and customs) are unclear. It was concluded that counter - terrorism 

is a ócompositeô policy area with challenges related to coordination, coherence and 

consistency, and that it is not always clear who is in charge of these processes. However, 

more recently, there were tw o additional initiatives to improve cooperation regarding 

internal security. The óEuropean Agenda on Securityô was launched in 2015 in order to 

ñbring added value to support the Member States in ensuring securityò by improving 

information sharing and the p revention of radicalisation. 4 Following the attacks in Brussels 

in March 2016, the concept of a óSecurity Unionô was launched as a way to ñmove beyond 

the concept of cooperating to protect national internal security to the idea of protecting the 

collective  security of the Union as a wholeò and to this extent, again, emphasising the need 

to improve information sharing. 5 

Currently, too many actors are involved in the design and implementation of this policy 

area, the tasks of the individual actors at times ov erlap. This is notably the case when it 

concerns strategies that can be issued by the European Council, the Council of the EU and 

by the Commission, making it unclear who is in the lead. The recently appointed 

Commissioner for the Security Union and the de limitation of his competences vis -à-vis the 

EU Counter -Terrorism Coordinator furthermore complicates the questions concerning 

coordination.  

Certainly not helpful to this situation is the lack of clarity on the scope of the term óinternal 

securityô, and the extent to which Member States are willing to call on that exceptional 

clause in order to give priority to their national competences. This seems to be at odds with 

the otherwise regularly expressed conviction that the nature of the threat of terrorism ha s 

a cross -border character, and therefore merely a sum of national actions would fall short to 

address the true nature of the threat.  

 

Observations concerning relevance, coherence and effectiveness  

The highly dynamic environment and asymmetric counter - terr orism strategy development 

require a policy architecture that allows policymakers to ï collaboratively ï respond fast to 

todayôs challenges, while taking sufficient time to prepare for the evolution that takes place 

in society to be able to meet tomorrowôs challenges equally well. From the perspective of 

the latter, ensuring long - term counter - terrorism capacity and capabilities on all levels, and 

                                                 

 
4 European Commission, ñCommunication from the Commission to the European Parliament , the Council , the 
European Economic and Social Committee and the Committee of the Regions: The European Agenda on Security ò, 
COM (201 5) 185 final, 28 April 2015.  
5 European Commission, ñCommunication from the Commission to the European Parliament , the European Council  
and the Council ï delivering on the European Agenda on Securit y to fight against terrorism and pave the way 
towards an effective and genuine Security Unionò, COM (2016) 230 final, 20 April 2016, p p. 2  and  9.  
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conducting strategically vital research on which measures are most effective, are some key 

elements the EU can c ontribute to.  

The EU policy architecture in the way it is organised at the moment does not include a 

regular centralised update on the threats the EU and its Member States are dealing with, 

and the way threat assessments have implications for the various p olicies in place. Also, 

future foresight studies addressing longer - term developments (5 -10 years in the future) 

are currently not part of the EUôs policy-making instruments. Both Europol and the EU 

Intelligence and Situation Centre are dealing with threat assessments, but not in an 

integrated manner, and lacking the regularity needed to meet the constantly changing 

threats, and lacking the general public outreach to inform multiple stakeholders at the 

same time.  

The counter - terrorism agenda primarily reflec ts the security concerns of Western and 

Northern European Member States around jihadism. Threat perceptions and counter -

terrorist ólegaciesô in Central and Eastern European Member States might be different. 

Moreover, the potential for political violence do es not solely rest with jihadists as the attack 

by Anders Behring Breivik in Norway in 2011 showed.  

The EUôs counter-terrorism policy architecture would benefit from making both its 

objectives and its underlying assumptions more explicit. In fact, the EU has been ówidening 

the netô of counter-terrorism, by increasingly criminalising preparatory acts in the context 

of the new EU Directive on Countering Terrorism. This is considered ineffective by the 

experts consulted for this research.  

Counter - terrorism me asures can have higher legitimacy ï and therefore overall 

effectiveness ï if critical human rights organisations are involved in the policy -making 

phase, rather than making measures vulnerable to their criticism after implementation. 

Because of the risk of  harming human rights, better oversight is justified. This could be 

achieved for instance through a modified mandate of the Fundamental Rights Agency, the 

European Parliament (ós LIBE committee) or through an independent reviewer comparable 

to the one in t he UK.  

In spite of assurances regarding more involvement of citizens in the preparation of new 

initiatives, of the 88 legislative initiatives regarding counter - terrorism since 2001, in merely 

three cases a public consultation was performed. Only one quarte r of the legally binding 

measures adopted since 2001 were subjected to Impact Assessments. Particularly striking 

is the lack of an Impact Assessment where the new Directive on Combating Terrorism that 

is to replace Framework Decision 2002/475 is concerned.  None of the Council initiatives 

have been accompanied by an Impact Assessment. The lack of public consultations and ex 

ante assessments is not compensated by ex post reviews or evaluations.  

One of the recurring issues amongst practitioners and experts ali ke is the apparent lack of 

trust between services within and between Member States, accompanied by complex legal 

boundaries that hinder effective sharing of information. Particularly, the Commissionôs call 

upon the Member States to ñfacilitate an information exchange hub based on the 

interaction between the law enforcement community and the intelligence community, 

within the framework of the CTG and the ECTC, in accordance with relevant EU and 

national rules and arrangementsò (COM (2016) 602 final) is one the findings of this study 

would support.  
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Conclusions and recommendations  
 

When assessing the developments with regard to the terrorism threats as well as the policy 

design and implementation over time, the question of whether one has moved ahead of the  

in formal and non -official network for cooperation  that was set up during the Trevi process 

comes to mind. In areas of data exchange and judicial and police cooperation, the 

subsidiarity principle still applies, as well as the exception clause related to issu es 

concerning internal security, allowing Member States to call upon their national sovereignty 

and deviate from the EU policy line.  

Considering the plethora of sub -strategies, action plans, an overlapping policy fields with 

multiple measures, the questio n arises whether the EU counter - terrorism strategy indeed 

brings the strategic ñconceptual guidanceò and the framework to tie all the sub policy fields 

together, meanwhile ensuring coherence and consistency and to serve both the short and 

long - term securit y concerns in an effective manner in order to stay relevant. Instead, the 

effect of the sub -strategies (as well as the action plans) is to break up counter - terrorism in 

a number of ócompositeô parts and to embed them across a range of different policy fields, 

ranging from amongst others the social domain, the financial sector, law enforcement, 

critical infrastructure, and border security. It is important to go back to the drawing table 

and redesign the entire policy field, to start with a clean slate and re assess what works and 

what does not.  

Meanwhile, the overarching strategies have performed a similar function by linking counter -

terrorism with the EUôs CFSP and by stressing not only the linkages across international 

borders and thereby blurring the line between internal and external security as well as with 

other insecurities such as (organised) crime. This brings up questions of where the 

boundaries are of the counter - terrorism domain. It is for instance difficult to clearly 

distinguish between counterte rrorism measures, other security measures and measures 

with counterterrorism objectives. In fact, most measures included in this study could not be 

designated as 100% counterterrorism measures, but are counterterrorism órelevantô or 

counterterrorism órelatedô.6 It seems sometimes the case that the counterterrorism 

relevance of a measure is emphasised in policy debates leading up to the adoption of the 

measure. In other words, measures may sometimes be introduced as a silver bullet for 

counterterrorism purpo ses, whereas in practice these measures are only used in a minor 

portion of the cases for counterterrorism purposes 7. It should be emphasised that this is 

not always the result of deliberate óspinningô or coherent action. For instance, the 

introduction of the European Arrest Warrant was already underway (in fact, the decision 

was taken at the Tampere Council in 1999) when it was introduced just after ó9/11ô and 

presented as a measure that  ñ é greatly contributes to speeding up the prosecution of 

terrorists and other serious criminals operating within EU territoryò in the Commissions 

óstock-takingô exercise8.  

 

                                                 

 
6 A remark  that was also made  in 2011 by PwC, Estimated costs of EU counterterrorism measures , report for the 
Civil Liberties, Justice and Home Affairs of the European Parliament, accessed at 
http://www.europarl.europa.eu/RegData/etudes/note/join/2011/453181/IPOL -LIBE_NT(2011)453181_EN.pdf.  
7 This has been one of the outcomes of the counter - terrorism  evaluation in  the Netherlands, see 
https://www.rijksoverheid.nl/documenten/kamerstukken/2011/07/22/5682945 -antiterrorismemaatregelen - in -
nederland - in -het -eerste -decenium -van -de-21e -eeuw.  
8 Commission staff working paper óTaking stock of EU Counterterrorism Measures. Accompanying document to  

the communication from the Commission to the European Parliament and the Council The EU Counterterrorism 
Policy: main achievements and future challenges, COM(2010) 386 final, p.17.  
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However, the constantly evolving security environment, which requires a simultaneous 

short - term and long - term responsiveness, requires the EU to show q ualities of 

ambidexterity. For that to work out, it would at least be necessary to know who is in the 

lead of the overall strategy and coordination of activities, but the current situation rather 

shows a very crowded market place with too many actors invol ved in the design and 

implementation of the various policies, and at times with even overlapping mandates.  

When looking at effectiveness in terms of cooperation, it became clear from the interviews 

that there is a formal channel to cooperate, as well as a n informal channel and that the 

latter is extremely important and hence should be strengthened, rather than creating yet 

another framework for cooperation or data sharing.  

Below, this studyôs recommendations with regard to the policy architectureôs relevance, 

coherence and effectiveness are given. The full recommendations, with more clarifying text 

and concrete suggestions, are presented in chapter 6 of this report. The policy 

recommendations on the seven policy fields can also be found in chapter 6.  

 

Reco mmendations and policy options for improving the policy cycle 

and effectiveness of EU counter - terrorism policies  

 

1.  In general, the EU should also invest in the tools it already has in place and connect 

the different stakeholders and dots, such as the crime - terror nexus. The EU should 

prefer evidence -based policy and law -making, involvement of citizens and 

stakeholders and transparency throughout the process. This implies quality over 

quantity, meaning for example that it should improve data exchange rather t han 

support the collection of more data.  

2.  The EU is recommended to commission annual future foresight studies (five - ten years 

ahead) that assess the possible development of certain risks and threats, as well as 

its underlying driving factors.  

3.  Since the pot ential for political violence and terrorist attacks does not rest exclusively 

with jihadists, the EU is advised to keep an open attitude to other forms of political 

violence and the differentiated manner in which this manifests across the Union.  

4.  A system is recommended that issues quarterly public threat assessments that 

combine the intel and information gathered by Europol and INTCEN.  

5.  Calls for new policy measures should be properly and thoroughly scrutinised to ensure 

that there is indeed a gap or lacuna  in the existing policies that needs to be 

addressed.  

6.  The EU is advised to reflect on its objectives and underlying assumptions before 

adopting new policies, legislation, or other kinds of measures. In this process the EU 

is recommended to make explicit wh at the specific counter - terrorism objectives are 

for the various policies, and to formulate them in a SMART manner, so that its 

effectiveness ï and not just its effects ï can be measured.  

7.  It is recommended that a multidisciplinary and geographically spread  pool of experts 

and practitioners is consulted as part of the expert consultations that contribute to 

the qualitative part of the threat assessments and future foresight analysis, as well as 

the assessment of the relevance of certain policies.  
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8.  European i nstitutions, and especially the European Parliament (ós LIBE Committee), 

are recommended to actively involve ï at the earliest stage possible ïa pool of 

experts and practitioners in the design of new counter - terrorism policies, legislation 

and measures to increase its legitimacy and overall effectiveness.  

9.  The EU needs to invest in its own oversight system. It is considered worthwhile to 

explore the possibility of modifying the mandate of the Fundamental Rights Agency, 

increase the role of the European Parli ament (ós LIBE committee) or through the 

appointment of an independent reviewer comparable to the one in the UK.  

10.  It is paramount that the EU sets up an institutionalised system to regularly monitor 

and evaluate the policies and measures in place. For econo mic policies, a system for 

monitoring already exists in the form of the European Semester. A similar approach 

could be applied to counter - terrorism policies.  
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1.  INTRODUCTION  

The series of recent terrorist attacks, as well as the various foiled and failed  terrorist plots 

on European soil, have more than ever reinforced the popular awareness of the 

vulnerabilities that go hand - in -hand with the open democracies in the EU. The fact that 

these attacks followed each other with short intervals, but mostly due to  the fact that they 

did not fit the profile and modus operandi of previous attacks,  have significantly contributed 

to the difficulty for security agencies to signal the threats as they are materialising. The 

mod i operandi used showed a diversity of targets  chosen, were committed by a variety of 

actors including foreign fighter returnees, home -grown jihadist extremist s, and lone actors, 

and were executed with a variety of weapons or explosives. Furthermore, another 

complicating factor is the trend towards th e weaponisation of ordinary life in which a truck 

or a kitchen knife already fulfils the purpose.  

Governments , policy -makers, and politicians in most EU Member States feel the pressure of 

the population who call for adequate responses to these threats. Si milarly, the various 

actors of the EU on their own accord, or the European Council driven by (some) M ember 

States , have stressed the importance of effective responses to these increased threats, and 

have specifically underlined the importance of sharing of  information and good cooperation. 

Very illustrating in this respect, are the conclusion s adopted during the European Council 

meeting of 15 December 2016, in which the European Council stresse d the importance of 

the political agreement on the Counter -Terro rism Directive, emphasised the need to swiftly 

adopt the proposals  on regulation of firearms and anti -money laundering, as well as the 

implementation of the new passenger name record (PNR) legislation. 9 The European 

Council furthermore welcomed the agreeme nt on the revised Schengen Borders Code, and 

stressed the importance of finding agreement on the Entry/Exit System and the European 

Travel Information and Authorisation System. 10  

Although the easy way to satisfy the call for action by the national populatio ns seems to be 

to just take action for the sake of it, the responsibility lies with the relevant actors, in line 

with the objectives and principles of the EU Treaty and the values the EU represents 11 , to 

actually assess the security situation, and implement , amend or suggest (new) policies that 

are adequate, legitimate, coherent and effective in the long run. It is with that objective in 

mind that this study has made an assessment of the current policy architecture of the EU in 

combating terrorism, particula rly looking into loopholes, gaps or overlap in policies in areas 

ranging from international and inter -agency cooperation, data exchange, external border 

security, access to firearms and explosives, limiting the financing of terrorist activities, 

criminalis ing terrorist behaviour and prevention of radicalisation. This study furthermore 

looks into the effectiveness of the implementation of policies in M ember States  and the 

legitimacy and coherence of the policies. During the period of research for this study,  the 

proposals for the Security Union were tabled, and a Commissioner  for the Security Union 

was nominated. The objectives behind the establishment of the Security Union in some 

ways run parallel with this studyôs analysis of the situation as it still is, and in some ways 

might lead to recommendations that go beyond its ambitions formulated so far.  

                                                 

 
9 European Council, Conclusions of the European Counc il meeting of 15 December 2016, EUCO 34/16.  
10  Ibid.  
11  Since the Treaty of Lisbon in 2009, according to article 6 of the Treaty of the European Union, the Charter of 
Fundamental Rights are part and parcel of the mandate of the EU.  



Policy Department for  Citizens' Rights and Constitutional Affairs  

____________________________________________________________________________________________ 

 22  

1.1.  Objectives and research questions  

The overall aim of this study is, as pointed out in the subsection  above, to provide a 

comprehensive assessment of the EUôs counter - terrorism policy architecture, identifying the 

various actors, the relevant policies, the gaps and overlaps in those policies, and the overall 

relevance, coherence, legitimacy and effectiveness of the policies and their implementation 

in M ember Stat es. Where possible, this study has identifie d some good practices in various 

policy fields in different M ember States  that could inform future policy development.  

However, due to reluctance from the side of practitioners in the field, and the confidential 

nature of many of the work in the area of counter - terrorism, the number of good practices 

is limited and it remains difficult to assess to what extent practices are in fact successful. A 

stocktaking of practices and an assessment of their effects and effec tiveness requires much 

more time and resources and almost full access to data and information that is now 

inaccessible for such research.  In particular, this report covers the following aspects:   

¶ It outlines the current status quo of the EU counter - terror ism policy, including the 

legal framework governing EU counter - terrorism policy and the nexus between EU 

and national competences. In this respect, the report considers in depth seven 

policy themes that cover major counter - terrori sm policy initiatives of t he past ten 

years. The research teamôs analysis shows how this policy has developed over the 

past decade and it maps the most relevant counter - terrorism measures that have 

been put in place by the EU and those that are under development in each of these 

seven areas:  

a)  Measures and tools for operational cooperation and intelligence/law enforcement 

and judicial information exchange (including notably the Europol  and Eurojust 

reforms, the proposed Directive on the European Criminal Records Information 

System (E CRIS) and existing tools such as Joint Investigation Teams (JITs));  

b)  Data collection and database access and interoperability (notably use of relevant 

Justice and Home Affairs (JHA) and Interpol databases, as well as the new 

Passenger Name Records (PNR) Dir ective and bilateral PNR agreements the EU 

has with Australia, Canada and the US);  

c)  Measures to enhance external border security (including the above -mentioned 

proposals on systematic checks on EU citizens entering EU territory against 

relevant databases, t he European Border and Coast Guard (EBCG) and on a new 

Entry -Exit System (EES));  

d)  Measures to combat terrorist financing (including the Anti -Money Laundering 

Directive (AML(D)) and the Terrorist Finance Tracking Programme (TFTP), as well 

as measures envisa ged in the above -mentioned terrorist financing action plan);  

e)  Measures to reduce terroristsô access to weapons and explosives (including the 

proposed revision of the Firearms Directive);  

f)  Criminal justice measures (including the new Directive on combating te rrorism);  

g)  Measures to combat radicalisation and recruitment (notably the work of the 

Radicalisation Awareness Network (RAN) and some of the best practices that 

have been identified on, inter alia, prisons, online radicalisation, youth 

engagement and commun ity policing).  
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¶ Where relevant, the report also maps agreements in place between the EU and third 

countries (especially the US) and international organisations (Interpol etc.) in the 

field of counter - terrorism and how these contribute to EU counter - terrori sm policy.  

¶ The research team has assessed the degree of implementation of EU counter -

terrorism measures in ï as well as the design and implementation of operational 

cooperation and information sharing, and whether existing mechanisms work (and if 

not, why not) in ï a selection of seven Member States. 12  The aim of this part of the 

study is to understand as clearly and with as much detail as possible how Member 

States implement EU counter - terrorism policy on the ground and how they 

cooperate on counter - terrori sm.  

¶ On the basis of the mapping exercise and the assessment of current 

implementation, the research team has assessed the loopholes, gaps and overlaps 

in EU counter - terrorism policy and evaluate the extent to which, collectively, the 

measures in place or in the pipeline meet operational counter - terrorism aims, 

achieve policy coherence and provide consistent and robust fundamental rights 

safeguards.  

¶ This study sets out policy options for the future direction of EU counter - terrorism 

policy, looking specific ally at how operational, technical and legislative tools could be 

optimised and how information exchange could be enhanced. This includes 

developing a more direct EU response in line with calls either for a European 

intelligence agency or for enhanced powe rs for existing organisations, such as 

Eurojust, Europol, including its recently -established European Counter Terrorism 

Centre (ECTC), the nascent European Public Prosecutorôs Office (EPPO), or the EU 

Intelligence and Situation Centre (IntCen). The focus o f policy options is on future 

threats and developments, and on developing creative yet feasible policy solutions.  

1.2.  Outline of the report  

This report is set out under the following headings:  

 

¶ Chapter 2 describes the scoping of the study and serves as a theor etical framework 

for the assessment of the policiesô effectiveness. 

¶ Chapter 3 presents an overview of the interplay between the EU as a policy -making 

institution and the policy realm of counter - terrorism. It shows how the EU has 

responded to threats from t errorism during the 2001 -2016 research period.  

¶ Chapter 4 contains a mapping of the EUôs counter-terrorism policy architecture, 

including its strategies, actors and mandates and the measures that have been 

identified for each of the seven themes under study . For each of these themes, this 

chapter contains the research teamôs key observations, based on a detailed 

factsheet drafted for each theme, which are included in Annex I.  

¶ Chapter 5 presents this studyôs general observations on policy coherence and 

effect iveness in the EU policy arena.  

¶ Finally, chapter 6 presents the concluding remarks, general recommendations and 

policy options.  

                                                 

 
12  See Annex III to this re port for the selection process.  
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The report also contains the following annexes:  

 

¶ Annex I contains factsheets on each of the seven themes covered by the study.  

¶ Annex II contains a mapping of the measures the research team has identified that 

together form the EUôs policy architecture on counter-terrorism.  

¶ Annex III describes the methodology applied in the study in more detail, including 

the reasons for selecting the seven EU Member States covered in more detail in this 

report.  

¶ Annex IV provides an overview of the interviews conducted  and presents the main 

outcomes of the policy lab workshop that was held  on 9 November 2016  as a part of 

this study . 

¶ Annex V presents  the data used to compile the graphs in figures 2, 12 and 13 and 

explains why a selection has been made.  
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2.  THEORETICAL FRAMEWOR K AND SCOPE OF THE S TUDY  

2.1.  Theoretical framework for the assessment of the effectiveness 

of the EU policy architecture on counter - t errorism  

In an ideal world, the design of a policy architecture would be the result of an analysis of a 

societal problem (in this case a terrorist threat analysis), a policy needs assessment, policy 

design based on formulated objectives, an implementation of these policies, followed by 

monitoring and evaluation, and subsequent adjustment if needed (see cycle below). 

However, the current EU counter - terrorism policy architecture is arguably the result of an 

incremental process (see more elaborate on this sect ion 5.3). This has resulted in a myriad 

of EU policies, strategies, action plans, legal and other policy measures, bodies, units and 

agencies. As such, the policy architecture is not necessarily a top -down coordinated and 

coherent structure, but rather the  ex -post interpretation of what could be considered 

important initiatives at the EU level to combat terrorism. Worthwhile to mention in this 

respect  is that the first attempt with in  the EU to introduce a balanced policy cycle dynamic  

consisted of only four -steps:  ñpolicy preparation on the basis of risk assessment; political 

policy setting by the Council through the identification of priorities as well as the 

development of multi -annual strategic plans for each priority; the development and 

implementation o f operational action plans aligned with the defined strategic goals; the 

evaluation of the policy cycle.ò13  

Figure 1 : The EU Policy Cycle for counter - terrorism policy development  

 

Source: PwC and ICCT . 

                                                 

 
13  See for a more elaborate analysis, see European Parliament, Directorate -General for Internal Policies, Policy 
Department C, Citizensô Rights and Constitutional Affairs, The EU Internal Security Strategy, The EU Policy Cycl e 
and the Role of (AFSJ) Agencies; Promise, Perils and Pre - requisites,  Study for the LIBE Committee (2011), p. 4.  
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The purpose of this study is nevertheless to assess the EU counter - terrorism policy 

architecture, and to recommend on possible ways forward to improve its relevance, 

coherence and effectiveness. According to the óEvaluation Standardsô of the European 

Commission (EC) an ñ[e]valuation involves a judgement of interventions according to their 

results, impacts and needs they aim to satisfy. It is a systematic tool which provides a 

rigorous evidence base to inform decision -making and contributing to making Commission 

activities more effectiv e, coherent, useful, relevant and efficient.ò14  In a footnote in the 

same document, the Commission continues to explain that ñ[t]he evaluation question 

should reflect the following evaluation issues whenever relevant: effectiveness, 

efficiency/cost -effectiv eness, relevance, coherence, sustainability, utility and/or community 

added value, and where relevant the contribution to broader strategic objectives.ò15  

Notwithstanding these guidelines, and in line with the terms of reference  for this study, the 

current assessment  is a little less ambitious, and does not qualify as a full - fledged 

evaluation, but should at least demonstrate whether the counter - terrorism policy 

architecture is a coherent policy architecture which, using the terms used in the European 

Parlia mentôs terms of reference  for this evaluation, prevents ñloopholes, gaps or duplication 

of effortò.16  This study will thus be aimed at an assessment of the relevance and coherence 

of the policy architecture. The focus will be on certain aspects of the polic yôs effectiveness. 

In general, the public debate on the effectiveness of counter - terrorism policies often seems 

to be obscured by the lack of proper definition of what one is evaluating, lack of properly 

formulated policy objectives, policies based on assu mptions that do not follow from 

evidence and analysis and good standards applied to value the so -called effectiveness. It is, 

for instance, not possible to measure the effectiveness of repressive and punitive measures 

in the same way that one should measur e effectiveness of preventive measures, because, 

for one thing, the timeframe in which one can expect any results varies substantially 

between short - term results and long - term results. Furthermore, it would be a mistake to 

measure the effectiveness of poli cies by simply looking at the development of the threat 

levels, the number of terrorist attacks or casualties or economical damage. The causal link 

between the measure and/or policy is never that direct. In other words, the art of 

measuring effectiveness i s not one that one can easily master.  

Since the term effectiveness  often lacks a proper definition as to its scope and meaning, it 

is important to elaborate on this term and to explain the way in which it will be used in this 

assessment study.  

In general , a distinction can be made between formal effectiveness and material 

effectiveness. Ultimately, the objective of policies is to effectively impact reality as it has 

been assessed prior to the design of the policy. Formal effectiveness can be achieved if a  

policy has been adopted (following the right procedure), is in line with the powers allotted 

to the EU organs (according to mandate), does not undermine the principles (including 

fundamental and human rights principles) of the EU, is subsequently adopted and 

implemented in the national jurisdictions of the EU Member States, and is coherent and 

does not undermine any other policies. The various elements that contribute to the formal 

effectiveness of a measure, moreover, contribute to the measureôs (perception of) 

legitimacy, which Franck explains as a function that contributes to a pull to compliance of 

                                                 

 
14  European Commission, Annex to the Internal Charter for the Evaluation Function in DG ECFIN, March 2016, p. 
9.  
15  Ibid., p. 9, footnote 8.  
16  See Annex VI.  
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the rules. 17  Others have pointed to principles of good governance, which might include 

concepts as accountability, transparency, and procedural and substantiv e fairness as core 

principles that contribute to the legitimacy of the policy. 18  The material  effect ï the impact 

a policy has on reality ï could be positive or negative to the underlying objective of a 

policy. Whether a policy can be considered to indeed p ossess material effectiveness 

depends on whether the policy furthermore provides a proper  response to the underlying 

objective of the policy, which is based on a proper evidence -based needs assessment that 

spurred the adoption of the EU policy in the first  place (relevance).  

Measuring material effectiveness is very challenging and something that ï to its full extent 

ï falls outside the scope of this study. It would require, in the first place, a comprehensive 

analysis of the various aspects of the threats the EU and its Member States are facing, an 

analysis of the underlying assumptions that have inspired the design of the various policies, 

and an analysis on whether the objectives of these policies are meeting the requirements of 

a theory of change tailore d to the context of the specific interventions at Member State 

level, preferably with a SMART (Specific, Measurable, Achievable, Relevant, Time -bound) 

measuring system.  The extent to which this study  can therefore assess the overall 

relevance of the EU cou nterterrorism policy is thus limited.  

This study will henceforth focus on evaluating the formal effectiveness of EU measures and 

policies and questions such as:  ñHave the measures and policies followed the right EU 

procedure at adoption, taking into accoun t fundamental rights?ò ñHave measures/policies 

been implemented/adopted by Member States?ò ñDo the new measures/policies fit well in 

the national systems, not providing any controversies?ò19  For the related questions on 

coherence, this study will also look into overlap and gaps. In order to make an assessment 

of the gaps in the policies and the relevance of the policies adopted, the next chapter will 

first elaborate on the threat development throughout the recent years and how that has 

dictated the policy ag enda. Taking the above into account, this studyôs approach is 

therefore aimed at determining:  

1.  which EU policies, strategies, action plans, legal and other policy measures, bodies, 

units and agencies have been created on each of the seven themes covered by this 

study, since 2001;  

2.  which agreements exist between the EU and third countries in the field of counter -

terrorism;  

3.  whether the EU measures have been implemented in the legal and institutional 

structures of the seven focus Member States and, if so, how;  

4.  to what extent the EU measures are implemented in the national practice of Member 

States;  

5.  which loopholes, gaps and duplications of effort have arisen in the implementation at 

Member State level;  

                                                 

 
17  T.M. Franck, The power of legitimacy among nations , (New York/Oxford: Oxford University Press 1990), pp. 41 -

49.  
18  See for example Curtin, D.M & Dekker, I.F., óGood Governance: The concept and its application by the European 
Unionô, in: Curti n D.M. and Wessel R.A. (eds.), Good Governance and the European Union; Reflections on 
Concepts, Institutions and Substance  (Intersentia: Antwerp/Oxford/New York 2005),  pp. 3 -20;  
Wouters, J. and Ryngaert, C., ñGood Governance: Lessons from International Organizationsò, in: D.M. Curtin D.M. 
and Wessel R.A. (eds.), Good Governance and the European Union; Reflections on Concepts, Institutions and 
Substance  (Intersentia: Antwerp/Oxford/New York 2005), pp. 69 -104 and Woods, N.,óGood Governance in 
international o rganisationsô, Global Governance, Jan-March 1999, Vol. 5, Issue 1, pp. 39 -52.  
19  Beatrice de Graaf calls this ñmeasuring performanceò (Tansey, R., Evaluating an Evaluation: The EU Counter -
Terrorism Policy: Main Achievements and Future Challenges , QCEA Brief ing Paper 13 (October 2011, p. 7).  
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6.  what experiences practitioners ïas retrieved through conduct ed interviews -  have with 

cooperation between counter - terrorism agencies within and between Member States, 

and with the relevant EU agencies; and  

7.  what recommendations can be made in terms of policy options for the future direction 

of EU counter - terrorism po licy, looking specifically at how operational, technical and 

legislative tools could be optimised and how information exchange could be enhanced.  

With the first five points this study will therefore look into the formal effectiveness of the 

EU counter - terr orism policy architecture, as well as its coherence. The sixth point refers to 

a more subjective assessment of the relevance of the measures and policies as perceived 

by various practitioners based on the outcomes of the interviews conducted. Finally, and as 

mentioned in the seventh point, the research team has formulated policy recommendations 

to enhance the coherence and the relevance of the EU counter - terrorism policy architecture 

with the aim to improve both its formal and material effectiveness. Beyond  that, this study 

will link the recommendations to outcomes of the future foresight analysis based on the 

trend analysis in the next chapter.  

2.2.  Scope of the study  

2.2.1.  Policy measures  

In order to limit the scope of this research project/evaluation exercise, the research team 

has limited itself to mapping out the current policy architecture and the policies and 

measures applicable to:  

¶ Terrorism;  

¶ Countering radicalisation towards violent extremism;  

¶ Foreign (terrorist) Fighters (FF);  

¶ Returning Foreign (terrorist) Fi ghters (RFF);  

¶ Travel and border control to the extent that these are used to prevent terrorism;  

¶ Judicial and intelligence data exchange, and judicial cooperation and law 

enforcement;  

¶ Cooperation with third states and institutions.  

For these topics, the res earch team has both looked at the policies and measures adopted 

by the EU, and ï as mentioned before ï the way in which implementation of these 

measures by the Member States has been realised (formal effectiveness). The team has 

only touched upon the quest ion whether and in what way Member States have 

implemented these measures and policies. With regard to the issues of data exchange and 

judicial cooperation, the team has solely focused on the implementation in seven Member 

States (see Annex I).  

2.2.2.  Focus on b inding measures  

EU counter - terrorism policy and measures encompass both legally binding and non -binding 

measures.  Binding measures encompass regulations, directives, framework decisions, 

decisions and international agreements. In terms of scope of this stud y, it was decided to 

put the focus on these binding EU measures and their implementation in the selected EU 

Member States. Non -binding  measures , also referred to as soft law  (as opposed to the hard 

law , binding measures)  are for example action plans, recom mendations, and sharing of 
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best practices. Whenever relevant,  attention is also devoted to non -binding measures, 

notably to sketch the background for the binding measures or to explain what the EU does 

to tackle particular challenges where it does not have  the powers to adopt binding 

measures.  
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3.  THE EU AND COUNTER - TERRORISM: THREATS, TRENDS 
AND ITS IMPACT ON PO LICY DEVELOPMENT  

 

KEY FINDINGS  

¶ The EUôs counter-terrorism agenda has been to a large extent ócrisis-drivenô, and 

was heavily influenced by various maj or shocks: 9/11; the Madrid and London 

bombings; and the rise of the Islamic State in Iraq and Syria (ISIS) and; the 

terrorist attacks in France of 2015 and 2016; and the attacks in Brussels and Berlin 

in 2016. Since these shocks were all related to Islami c terrorism, this has been the 

main EU counter - terrorism focus.  

¶ The past ten years have shown a steady increase in the number of terrorist attacks 

in Europe. Attacks by separatist and left -wing extremist movements have been on a 

steady decline, whereas the se last years show an increase in right -wing extremism 

and jihadist extremism.  

¶ Researchers agree that lone -wolf terrorism is on the increase, facilitated by 

increased availability of information on the internet and calls upon Muslims in 

Western countries t o commit lone actor attacks in their countries of residence by Al -

Qaeda and more recently ISIS.  

¶ One researcher has estimated that 1 in 15 to 20 returnees poses a security risk. 

This was based on foreign fighters who travelled to the conflict zone before 20 11, 

and it is very likely that the risks with regard to those who left after 2011 is higher. 

This risk assessment in combination with the expected increase in returnees due to 

the potential defeat of ISIS, makes the risk that returnees pose to the security  in 

the EU a very substantial one, and certainly one that needs to play a prominent role 

when assessing the needs for new or revised policies.   

3.1.  The EU and counter - terrorism: a historical perspective on 

threat perceptions  

This section will give a concise o verview of EU terrorist threat perceptions, its impact on 

counter - terrorism policies and the reality of terrorism over time. Understanding the nature 

of a threat is crucial for successful counter - terrorism: if plots or actual attacks are 

misdiagnosed by in telligence agencies, ñgovernments are less likely to invest to pre-empt 

future threatsò.20  Understanding the developments in the past, the various different trends, 

and how things are constantly evolving, hopefully contributes to a better judgement in the 

future.  

The EUôs counter-terrorism agenda has been to a large extent ócrisis-drivenô, and was 

heavily influenced by several major shocks: 9/11; the Madrid and London bombings; the 

rise of the Islamic State in Iraq and Syria (ISIS); the terrorist attacks in  France of 2015 

                                                 

 
20  Omand, D., ñKeeping Europe Safe: Counterterrorism for the Continentò, Foreign Affairs  (August/September 
2016), pp. 83 -93.  
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and 2016; and the attacks in Brussels and Berlin in 2016. 21  The compiled data in figure 2 

show the number of strategies, action plans and measures etcetera adopted in each year, 

clearly showing a steep increase in the years 2001, 2005/2006, 2008, and 2015/2016, 

illustrating the fact that the EU has a tendency to be crisis -driven in its policy response. The 

increase in adoption of measures, strategies etcetera in 2008 seems to be an exception, 

but can be explained by the number of revisions of  earlier measures and strategies. Since 

the aforementioned shocks were all related to Islamic terrorism, 22  this has been the main 

EU counter - terrorism focus.  

Figure 2 : Strategies, action plans, measures etc. adopted per year, 1996 - 2 017  

 
 

Source: PwC and ICCT. The years 1996 -2000 are included to demonstrate the increase that started in 2001.  

                                                 

 
21  Data and information for this study was collected from 1 July 2016 to 15 December 2016. The att ack on the 
Berlin Christmas Market happened after this date, as have other events and policy actions -  these were not 
included in the analysis.  
22  See figure 3 (Global Terrorism Database) for an overview of terrorism -related casualties in the EU between 
200 1-2015.  The attacks in Madrid, London, and France (Charlie Hebdo and Bataclan) stand out: they were 
important catalysts in changing EU perceptions of and policies towards terrorism. Since the  Brussels/Zaventem 

attack took place in March 2016, the  Nice atta ck in July 2016, and the Berlin attack in December 2016, these 
numbers are not  included in this figure , since the Global Terrorism Database still needs to compile all data over 
2016 . 
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Figure 3 : Number of deaths by terrorism in EU, 2001 - 2015  

 

 
Source: Global Terrorism Database.  

 

3.1.1.  9/11: terrorism as an  external threat  

When the World Trade Centre (WTC) and the Pentagon were hit on 11 September 2001, 

terrorism was hardly a priority on the common EU agenda. 9/11 proved to be a turning 

point: a mere ten days after the attacks, in an extraordinary meeting, t he European Council 

(EC) declared the fight against terrorism to be an EU priority objective. The attacks have 

allowed the EU to become an important actor in the fight against terrorism. 23  24   

The terrorist threat at that time was perceived to be of an exter nal nature and the Councilôs 

Action Plan of 2001 reflected this, stating that ñthe fight against the scourge of terrorism 

will be all the more effective if it is based on an in -depth political dialogue with those 

countries and regions of the world in which  terrorism comes into beingò.25  Still, against the 

backdrop of the attacks of 9/11, the EU adopted the Framework Decision that criminalised 

certain offences in relation with terrorist activity, including the financing of terrorism. 26  

Despite the gradually co nverging threat perception regarding terrorism within the EU post -

9/11, it was not until 2004 and 2005, when Madrid and London were hit by terrorist 

attacks, that a more coherent EU counter - terrorism policy would take shape, modelled on 

the ñstructures and processes of the most concerned and active states ï namely the UK 

and Franceò.27   

                                                 

 
23  Bures, O., EU Counterterrorism Policy: A Paper Tiger? (Routledge: Londo n 2011).  
24  European Council, Conclusions and Plan of Action of the extraordinary European Council Meeting on 21 
September 2001  (2001).  
25  Ibid.  
26  Council of the European Union, Framework Decision  of 13 June 2002 on combating terrorism (2002/475/JHA).  
27  Meyer, C., ñInternational terrorism as a force of homogenisation? A constructivist approach to understanding 
cross -national threat perceptions and responsesò, Cambridge Review of International Affairs 22 4 (2009), p. 662 . 
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3.1.2.  Madrid and London: the threat of home -grown terrorism and terrorism as an 

internal threat  

The Madrid and London bombings of 2004 and 2005 prompted the EU to develop initiati ves 

to better understand the root causes of terrorism, ultimately leading to a singling out of 

radicalisation as the main focal point in combatting terrorism. 28  The attacks did not ñshow a 

clear link with Al -Qaeda or any other global Salafi networkò.29  In th e London case, the 

jihadi terrorists were home -grown and to a large extent operated independently. This self -

organisation of jihadist terrorist groups, operating without consent or financial and 

operational support from a central terrorist organisation, br ought about ñan important 

change in the perception of the terrorist threat in Europe, moving from the almost 

exclusive focus on Al -Qaeda prevalent after the 9/11 attacks to home -grown terrorism as a 

product of intra -EU radicalisation processes and terroris t recruitmentò.30  

Measures that were taken after the Madrid attack included the improvement of border 

control, judicial cooperation, and information exchange, as well as the appointment of an 

EU counter - terrorism coordinator (2004). The new Revised Plan of Action of 2004 sought to 

change counter - terrorism policy at the strategic level, by including a focus on the root 

causes of terrorism and radicalisation in the EU and the world. However, little would be 

done in this field until the London attacks in 2005. 31   

Until the London attacks, the EUôs response to terrorism was ñlargely ad hoc and reactive in 

its nature, whereby a major terrorist attack provided the impetus for a sudden proliferation 

of counter - terrorism measures, only to be followed by decelerations and inertia once the 

memories of the attack began to fadeò.32  óLondonô brought about an EU Counter-Terrorism 

Strategy and parallel Strategy for Combatting Radicalisation and Recruitment to Terrorism 

in 2005, which, while acknowledging that ñmuch of the terrorist threat to Europe originates 

outside the EUò,33  reflected the reality of a óleaderless jihadô, emphasising the need to 

understand why people become involved in terrorism, as well as ñidentify and counter the 

ways, propaganda and conditions through whic h people are drawn into terrorism and 

consider it a legitimate course of actionò.34  New in this strategy was its focus on preventive 

actions such as the disruption of networks and individuals who draw people into terrorism. 

EU counter - radicalisation efforts  were to be extended beyond the EU, for ñdevelopment 

assistance can help erode the support base for terrorist networks and movementsò.35  The 

amendment of the Framework Decision 2002/475/JHA in 2008, 36  adding several more 

activities to the list of criminalise d activities, also showed a shift towards criminalising 

preparatory acts as well as incitement to terrorism, thereby underl ining  the refocus to 

taking preventative action, albeit of the punitive sort this time. In 2011, and following the 

adoption of the óEU Internal Security Strategy in Action: Five steps towards a more secure 

                                                 

 
28  Coolsaet, R., ñEU counterterrorism strategy: value added or chimera?ò, International Affairs 86 4 ( 2010), p. 
869.  
29  Bakker, E., ñJihadi terrorists in Europe: their characteristics and the circumstances in which they joined the 
jihad: an exploratory studyò, Clingendael Institute  (December 200 6) . 
30  Bures, O., EU Counterterrorism Policy: A Paper Tiger? (Routledge: London 2011) . 
31  Ibid.  
32  Ibid.  
33  Coolsaet, R., ñEU counterterrorism strategy: value added or chimera?ò, International Affairs 86 4 ( 2010), p. 
869.  
34  European Council, The European Union  Strategy for Combating Radicalisation and Recruitment to Terrorism 
(14781/1/05 REV 1) (24 November 2005).  
35  Bures, O., EU Counterterrorism Policy: A Paper Tiger? (Routledge: London 2011).  
36  Council of the European Union, Framework Decision 2008/919/JHA of  29 November 2008 amending Framework 
Decision 2002/475/JHA on combating terrorism (2008/919/JHA).  
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Europeô, the EU Radicalisation Awareness Network was launched as an umbrella network 

connecting first line practitioners from various EU Member States. 37  

Until 2013, the EU counter - ter rorism agenda would not change substantially. The Syrian 

civil war, the rise of ISIS and the Charlie Hebdo and Bataclan attacks, however, would 

prompt the EU to reconsider its counter - terr orism policies due to yet again a change in the 

threat perception.  

3.1.3.  The Syrian  civil war and ISIS, the foreign (terrorist) fighters phenomenon, and the 

attacks on Charlie Hebdo, the Bataclan and Brussel/Zaventem  

The civil war in Syria and rise of ISIS have attracted a large number of foreign fighters 

from all over the world , including the EU. While in June 2014 about 2500 European foreign 

fighters had travelled to Syria, this number has risen to more than 5000 as of November 

2015 according to Europol (other reports come to different numbers though, see for 

instance the Forei gn Fighters Report by the International Centre for Counter -Terrorism  ï 

The Hague  (ICCT). 38  The great majority of these fighters have joined extremist groups and 

about 30% of them have returned to Europe. 39  While not all of these returnees will be 

terrorists, 40  many of them have been exposed to sustained radicalisation and violence. 

Furthermore, even small numbers of experienced fighters can pose a significant threat to 

their homelands. 41  Not only the situation in Syria poses a threat to EU Member States; 

develo pments in the Middle East and North Africa (MENA) region, such as political unrest in 

Libya, enable ISIS to gain a foothold in countries bordering the EU. 42  The nexus between 

internal and external security has with these developments become more prominent. As 

Figure 4 -  based on the Fragile State Index -  shows, Europe is surrounded by fragile states 

with low(er) levels of stability and facing various internal pressures. 43  

                                                 

 
37  European Commission, Communication from the Commission to the European Parliament and the Council, The 
EU Internal Security Strategy in Action : Five steps towards a more secure Europe (COM (2010) 673).  
38  Van Ginkel, B. and Entenmann, E. ( Eds.), ñThe Foreign Fighters Phenomenon in the European Union. Profiles, 
Threats & Policiesò, The International Centre for Counter -Terrorism  ï The Hague 7, no.  2 (2016).  
39  I bid.  
40  Hegghammer, T., ñWill ISIS óweaponizeô Foreign Fighters?ò, CNN Opinion  (17 October 2014) ; Hegghammer, T., 
ñShould I stay or should I go? Explaining Variation in Western Jihadistsô Choices between domestic and foreign 
fightingò, American Political Sc ience Review  (February 2013), p. 10.  
41  The Soufan Group, Foreign Fighters in Syria  (2014) and Foreign Fighters: An Updated Assessment of the Flow of 
Foreign Fighters into Syria and Iraq (2015).  
42  See figure 2 for a map of Europe and its óring of instabilityô, which constitutes a breeding ground for terrorism 
(Fragile State Index, 2014).  
43  See http://fsi.fundforpeace.org/ . 
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Figure 4: Europeôs fragile neighbourhood, 2016  

 

 
 

Source: Fragile State Index 44 . Darker colours red indicate a high er  ranking in the Fragile State Index . 

 

This threat from foreign fighters has been exemplified by two terrorist attacks in France in 

2015. The Charlie Hebdo attackers reportedly received terrorist train ing in Yemen, while 

some of the Bataclan perpetrators were EU citizens that had returned from Syria. 45  The 

attack on Charlie Hebdo in January 2015 led the EU JHA Council to issue the óRiga 

Statementô,46  qualifying terrorism, radicalisation, recruitment and t errorist financing among 

the main threats to EU internal security. 47  Clearly the threat is no longer merely perceived 

as an internal threat, but rather as a threat with three dimensions: internal, inside out and 

outside in. The investigations that followed these attacks showed the transnational aspects 

of the operative cells that prepared the attacks and the international support networks 

related to that. In response to the developments, the Commission in December 2015 48  

issued a proposal for the adoption of new Directive on combating terrorism, which was 

supposed to replace the previous mentioned Framework Decisions. This proposal intends to 

strengthen the Framework Decisions and add new criminal offences that address the 

foreign terrorist fighters phenomenon , including the receiving of terrorist training, travelling 

and attempting to travel abroad for terrorism, and funding or facilitating such travel. It is 

                                                 

 
44  Fragile State Index (2016), http://fsi.fundforpeace.org/. The Fragile State Index focuses on the indicators of 
risk and is based on th ousands of articles and reports. A state that is fragile has several attributes, and such 
fragility may manifest itself i n various ways. Nevertheless, some of the most common attributes of state fragility 
may include: th e loss of physical control of its te rritory or a monopoly on the legitimate use of force; the erosion 
of legitimate authority to make collective decisions; a n inability to provide reasonable public services; the inability 
to interact with other states as a  full member of the international co mmunity.  
45  European Parliamentary Research Service (EPRS), Foreign fighters ï Member State responses and EU action 
(2016).  
46  European Justice and Home Affairs Ministers, Riga Joint Statement , (2015).  
47  Europol, European Union Terrorism Situation and Trend  Report (TE -SAT) 2016.  
48  European Commission, ñProposal for a Directive of the European Parliament and of the Council on combating 
terrorism and replacing Council Framework Decision 2002/475/JHA on combating terrorismò, 2 December 2015, 
COM (2015) 625 fina l, 2015/0281 (COD).  
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interesting to note that the explanatory memorandum accompanying the proposal for the 

Directive states  that ñthis proposal is exceptionally presented without an impact 

assessmentò.49  

The perpetrators of the attacks in Brussels in March 2016 also appeared to be connected to 

the earlier mentioned international support networks, though no conclusive evidence c ould 

be found in open sources. The sense of urgency with regard to improving the mechanisms 

of data exchange and mutual legal assistance were clearly felt, and the EU took further 

steps in proposing and adopting measures and policies related to the prevent ion of 

radicalisation, detection of travel for suspicious purposes, the criminal justice sector, and 

cooperation with third countries. 50  Furthermore, the EU Internet Referral Unit was 

established and placed under Europolôs European Counter Terrorism Centre, 51  as well the 

launch of the EU Internet Forum 52  and the Syria Strategic Communications Advisory Team 53  

(now renamed the Strategic Communication Network) to deal with the ever increasing use 

of the internet and social media by recruiters and extremist terrori st organisations. 

Moreover, and the day after the attacks of the Brussels metro station, and airport 

Zaventem, the President of the Commission, Jean -Claude Juncker, launched the idea of a 

óSecurity Unionô.54  The objective of this new idea, which was subsequ ently put on the 

agenda by the Commission in April 2016, was to improve the coordination within the EUôs 

internal security domain particularly vis -à-vis transnational threats such as terrorism, in 

order to create the necessary infrastructure for national a uthorities to work effectively 

together, to close operational loopholes and gaps, and provide an environment in which 

national police forces will develop an automatic reflex to share relevant information with 

colleagues in other Member States. 55  

3.1.4.  The Nice an d Berlin attacks and a series of small - scale attacks: rise of the lone 

actors and the weaponisation of ordinary life  

The attack in Nice in July 2016, as well as the series of small - scale attacks in inter alia 

Rouen and Germany that followed in the same mon th, have been second latest shocks for 

the EU and its counter - terrorism community, the latest shock was the attack on the 

Christmas Market in Berlin in December 2016. These attacks seemed to exemplify a shift in 

the threat assessments to the citizens of th e EU: the rise of the lone wolf and the 

weaponisation of ordinary life.  

While there certainly remain gaps in the research on lone -wolf (or: lone -actor) terrorism, 56  

there is a general consensus that ñnot only is it re-emerging, but current trends suggest an  

increasing threatò57  (see also figures 5-7). The lone -actor terrorist is not new. However, 

internet has made it easier for terrorists to not only disseminate extremist material at a 

                                                 

 
49  Ibid.  
50  European Parliamentary Research Service (EPRS), Foreign fighters ï Member State responses and EU action 
(2016).  
51  European Commission, Communication from the Commission to the European Parliament, the European Council 
and the Council, Delivering on the European Agenda on Security to fight against terrorism and pave the way 
towards an effective and genuine Security Union (COM (2016) 230 final), paragraph 2.2.  
52  Ibid.  
53  European Parliament, Answer given by Mr Avramopoulos on beha lf of the Commission, EP Parliamentary 
questions (2011).  
54  Barigazzi, J., ñJean-Claude Juncker: EU needs óa security unionò, Politico (23 March 2016) .  
55  European Commission, ñEuropean Agenda on Security: Paving the way towards a Security Unionò, Commission 

Press Release (20 April 2016).   
56  See inter alia De Roy van Zuijdewijn, J. and Bakker, E., ñLone-Actor Terrorism, Policy Paper 1: Personal 
characteristics of Lone -Actor Terroristsò, Countering Lone -Actor Terrorism Series No.  5 , p. 4.  
57  Pantucci, R. et al., ñLone-Actor Terrorism: Literature Reviewò, Countering Lone -Actor Terrorism Series  No. 1  
(2015), p. 2.  
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fast rate, thereby leading to radicalisation of lone actors, but also to m ore easily find 

already radicalised individuals and inspire them to launch attacks in their home countries. 

Conversely, it is easier for (potential) lone actors to find radicalising material and guidance 

for conducting attacks. 58  The increase in lone actor attacks can be attributed to the change 

in tactics of Al -Qaeda, who after the death of Osama bin Laden in 2011 called upon Muslims 

in Western countries to commit lone actor attacks in their countries of residence. 59  The call 

by ISIS at the beginning of 2015  echoed the same request. 60   

Figure 5 : Lone wolf attacks in Europe, 2004 - 2015  

 

 
 
Source: National Consortium for the Study of Terrorism and Responses to Terrorism (START), Global Terrorism 
Database 2016 . This figure shows a steady increase in the number of terrorist attacks by lone wolves.  
 

                                                 

 
58  Ibid .,  pp. 2 -6.  
59  Europol, European Union Terrorism Situation and Trend Report (TE -SAT)  2016 , p. 26.  
60  Pantucci, R. et al., ñLone-Actor Terrorism: Literature Reviewò, Countering Lone -Actor Terrorism Series  No. 1  
(2015).  
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Figure 6 : Average number of deaths per terrorist attack worldwide, lone wolves 

vs. multiple perpetrators, 2004 - 2015  

 

 
 
Source: Global Terrorism Database (GTD) 2016. Th is figure shows that in the period of 2004 -2015, lone wolf -
attacks on average have been more deadly than those perpetrated by multiple actors.   

 

The rise in lone -actor threats may very well be attributed to the effectiveness of counter -

terrorism efforts, pressuring terrorists to ótactically adaptô: the isolation of lone actors, 

acting without true guidance from and communications with a terrorist organisation, make 

them more difficult to detect and disrupt. 61  In any case, the numbers suggest that lone 

actor  attacks are on average more deadly than attacks committed by multiple perpetrators 

(figures 5-6), explaining the rise in concern with the various national security agencies. 

Adding to that concern is the infinite access to weapons if potential terrorists are no longer 

dependant on the criminal networks that need to supply arms and explosives, but can 

simply look into their kitchen drawer  or turn to a car rental service to rent a truck, thereby 

weaponising ordinary life.  

To improve the cooperation between police and judicial agencies within the EU and the data 

exchange between Member States, the European Counter Terrorism Centre was launched in 

January 2016. In June 2016, under the Presidency of the Netherlands, the Council 

produced a óRoadmap to enhance information exchange and information management 

including interoperability solution in the Justice and Home Affairs areaô.62  Finally, and 

although the Security Union still has to materialise, the Council of the European Union 

already appointed a new Commissio ner for the Security Union, Sir Julian King. 63  

                                                 

 
61  Pantucci, R. et al., ñLone-Actor Terrorism: Literature Reviewò, Countering Lone -Actor Terrorism Series  No. 1  
(2015).  
62  Council of the European Union, Roadmap to enhance  information exchange and information management 

including interoperability solutions in the Justice and Home Affairs area, 9368/1/16 Rev 1, (6 June 2016).  
63  European Council and Council of the European Union, Julian King appointed new commissioner for sec urity 
union , Press release 515/16 (19 September 2016).  
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3.2.  Long - term trends and future developments  

 

An analysis of the past ten years shows a steady increase in the number of terrorist attacks 

in Europe (figure 6), as well as in the number of deaths. 64  The same goes f or Europeôs 

direct neighbourhood and the rest of the world, but there the increase is more profound. 

The terrorist surge in Europeôs óring of fragilityô (figure 2) ï especially MENA ï has had and 

will continue to have implications for Europe. Firstly, beca use of the rising number of 

refugees towards Europe, especially since 2015, 65  but secondly because of the stream of 

foreign fighters moving to and returning from MENA, battle -hardened and having been 

exposed to sustained radicalisation. Attacks by separatis t and left -wing extremist 

movements have been on a steady decline, whereas these last years show an increase in 

right -wing extremism and jihadist extremism. 66   

 

Figure 7 : Number of terrorist attacks in EU, 2001 - 2016  

 

 
 
Source:  Glob al Terrorism Database 2016.  

 

Experts and security services expect these past developments, in particular the ones of the 

last two years, to predict a trend that will continue into the future for the coming five years 

with an expected increase of attacks. T his is inter alia related to the fact that over a longer 

period of time, a very diffuse picture appears when it comes to the targets chosen by 

terrorists (see figure 8): although vital infrastructure as a potential target shows a constant 

pattern, targets such as the private sector, civil society, government or civilian locations 

                                                 

 
64  While in 2014 four people died in the EU due to terrorist attacks, in 2015 this number rose to 151. See Europol, 
European Union Terrorism Situation and Trend Report (TE -SAT)  2015 , p. 8 and Europol, European Union Terrorism 
Situation and Trend Report (TE -SAT)  2016 , p. 10.  
65  Data from Eu rostat show that the number of asylum applicants in the EU surged from 626,960 in 2014 to 
1,322,825 in 2015. From January to September 2016, 944,275 refugees applied for  asylum, outpacing the 2015 
numbers.  
66  The number of jihadi attacks in the EU increased  from four in 2014 to 17 in 2015. While no right -wing terrorist 
attacks took place in 2014 , in 2015 nine attacks were classified as such. See Europol, European Union Ter rorism 
Situation and Trend Report (TE -SAT)  2016 , pp. 22 and 41.  
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seem to be interchangeable with a decrease in one being compensated by an increase in 

another target. The same diffuse pattern comes up when looking at the historical 

differences i n choice of weapons or means of attack (see figures 9 and 10 ). In a recently 

published report, Europol also signalled these trends and warned for emerging modus 

operandi, changes in target selection, and changes in profiles of perpetrators. 67  In addition, 

Europol warms for the interest shown by ISIS in the use of chemical and/or biological 

weapons and the strong terrorism -organised crime nexus. 68   

 

Figure 8 : Terrorist targets in the EU, 2004 - 2015  

 

 

 
 

Source:  Trend analysis by PwC and  ICCT, based on the Global Terrorism Database (2016).  

 

And finally, the trends with regard to organisational background and patterns of 

preparation and planning, including the increase of lone -actor attacks (see figure 5) also 

show that the degree of varia tion among them is increasing. All of this makes it extremely 

difficult for security agencies to detect and intervene at an early stage in order to prevent 

these attacks from happening.  

                                                 

 
67  ñChanges in modus operandi of Islamic State (IS) revisitedò, Europol Press Release (2 December 2016) .  
68  Ibid.   
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The relative success of the ISIS and Al Qaida inspired recent attacks on EU soil, in general, 

could encourage other potential perpetrators to follow in the predecessorôs footsteps in the 

coming years. In addition, the increasing military pressure on ISIS and the potential defeat 

of their strongholds in Syria and Iraq and the  Middle East/North African region (MENA) in 

the coming years will likely trigger yet two other developments. From historical research it 

is known that increased military pressure on a militant organisation at first triggers more 

terrorist attacks in the co nflict region itself and in other countries that are considered to be 

adversaries. 69  Europol is also warning for this fall -out effect of the enhanced military 

pressure on ISIS. 70  

 

Figure 9 : Type of terrorist attacks , 2004 - 2016  

 

 

 
So urce:  Trend analysis by PwC and ICCT, based on the Global Terrorism Database (2016).  

And secondly, the potential defeat of ISIS in its current strongholds in Syria, Iraq and the 

MENA region in the coming years has immediate implications for the thousands o f foreign 

fighters, including between 4000 -5000 from the EU, that travelled to the region to join the 

ranks of ISIS and other extremist jihadist organisations. If they are still alive, what will be 

                                                 

 
69  For instance, the conflict Chechnya, the pressure on Hezbollah, the PKK, and  the FLN. See also, A. Kurth Conin, 
A., ñHow al-Qaida ends; The decline and demise of terrorist groupsò, International Security,  31 (1) 1 (2006) , 
pp30 -31; Frish, H., ñStrategic Change in Terrorist Movements; Lessons from Hamasò, Studies in Conflict and 
Ter rorism , 32 (12) (2008) , pp. 1049 -1065.  
70  Europol, European Union Terrorism Situation and Trend Report (TE -SAT)  2016 , p.  26.  
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their pathways? 71  Will they stay in the region? Will they g et arrested and prosecuted? Will 

they travel on to the next conflict or safe haven where what is left of the jihadist 

organisation will set up its camp? Or will they return to their countries of origin? So far, and 

as mentioned before, an estimate of 30% o f the European fo reign fighters have returned. 72  

And if the latter is the case, with what intentions do they come back? Based on earlier 

cases, Hegghammer estimates that approximately one in 15 -20 of the returnees pose a 

security risk. 73  His research was bas ed on those foreign fighters that travelled to the 

conflict zone before 2011, and it is very likely that the risks with regard to those who left 

after 2011 is higher. This risk assessment in combination with the expected increase in 

returnees due to the po tential defeat of ISIS, makes the risk that returnees pose to the 

security in the EU a very substantial one, and certainly one that needs to play a prominent 

role when assessing the needs for new or revised policies.  

 

Figure 10 : T ype of weapons used in terrorist attacks , 2004 - 2016  

 

 
 
Source:  Trend analysis by PwC and ICCT, based on the Global Terrorism Database (2016).  

                                                 

 
71  Bakker, E., Reed, A.  and de Roy van Zuijdewijn, J., ñPathways of Foreign Fighters: Policy Options and Their 
(Un)Intended Consequen cesò, The International Centre for Counter -Terrorism - The Hague 6 no. 1  (2015).  
72  Van Ginkel, B. and Entenmann, E. ( Eds.), ñThe Foreign Fighters Phenomenon in the European Union. Profiles, 
Threats & Policiesò, The International Centre for Counter -Terrorism  ï The Hague 7, no.  2 (2016).  
73  Hegghammer, T., ñWill ISIS óweaponizeô Foreign Fighters?ò, CNN Opinion  (17 October 2014) ; Hegghammer, T., 
ñShould I stay or should I go? Explaining Variation in Western Jihadistsô Choices between domestic and foreign 
fightin gò, American Political Science Review  (February 2013), p. 10.  
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4.  MAPPING OUT THE EU C OUNTER - TERRORISM POLICY 
ARCHITECTURE  

KEY FINDINGS  

¶ Prior to 11 September 2001, cooperation in  the field of counter - terrorism was 

informal and not officially part of the institutional structure of the then European 

Community (EC). In response to the bombings in London on 7 July 2005, the United 

Kingdom (UK), holding the Presidency for the second ha lf of the year, drafted what 

was ultimately adopted in December 2005 as the óEuropean Union Counter-

Terrorism Strategyô. The Strategy has not been updated since 2005. 

¶ The added value of the 2005 EU Counter -Terrorism Strategy and its coherence with 

various overarching (the EU's internal and external security strategies) and sub -

strategies (e.g. on countering radicalisation and recruitment, countering terrorist 

finance, protection of critical infrastructure and customs) are unclear. It was 

concluded that coun ter -terrorism is a ócompositeô policy area with challenges related 

to coordination, coherence, and consistency, and that it is not always clear who is in 

charge of these processes.  

¶ Currently, too many actors are involved in the design and implementation of  this 

policy area, the tasks of the individual actors at times overlap. This is notably the 

case when it concerns strategies that can be issued by the European Council, the 

Council of the EU and by the Commission, making it unclear who is in the lead. The 

recently appointed Commissioner for the Security Union and the delimitation of his 

competences vis -à-vis the EU Counter -Terrorism Coordinator furthermore 

complicates the questions concerning coordination.  

¶ Certainly not helpful to this situation is the lac k of clarity on the scope of the term 

óinternal securityô, and the extent to which Member States are willing to call on that 

exceptional clause in order to give priority to their national competences. This 

seems to be at odds with the otherwise regularly e xpressed conviction that the 

nature of the threat of terrorism has a cross -border character, and therefore merely 

a sum of national actions would fall short to address the true nature of the threat.  

¶ In spite of assurances regarding more involvement of citi zens in the preparation of 

new initiatives, of the 88 legislative initiatives regarding counter - terrorism since 

2001, in merely three cases a public consultation was performed. Only one quarter 

of the legally binding measures adopted since 2001 were subjec ted to Impact 

Assessments.  Particularly striking is the lack of an Impact Assessment where the 

new Directive on Combating Terrorism that is to replace Framework Decision 

2002/475 is concerned.  None of the Council initiatives have been accompanied by 

an I mpact Assessment. The lack of public consultations and ex ante assessments is 

not compensated by ex post reviews or evaluations.  

¶ Seven themes are prominent in the EU policy architecture and explored in more 

detailed in this chapter.   



Policy Department for  Citizens' Rights and Constitutional Affairs  

____________________________________________________________________________________________ 

 44  

This chapter outlines the EU counter - terrorism policy architecture. It begins by exploring 

the role and the place of the 2005 Counter -Terrorism Strategy and related documents in 

terms of the gaps these documents seek to fill and the overlap they might create. A similar 

question  is posed with regard to the actors and their mandates in relation to counter -

terrorism. The chapter ends with an exploration of the developments on the seven themes 

as outlined in the introduction in terms of implementation and effectiveness.  

4.1.  Counter - terr orism strategy as presented in general 

communications of the EU  

The EU refers to its approach of counter -terrorism as a ócomprehensiveô approach.74  This 

section introduces and reflects on the place the EU Counter -Terrorism Strategy has in the 

general commun ication of the EU with regard to security policies. This section begins with 

contextualising the need for a counter - terrorism strategy by discussing several earlier 

initiatives, both before and after the attacks on 11 September 2001. It continues to outlin e 

the components of the Strategy itself. It then situates the Strategy in relation to 

overarching strategies that place concerns about terrorism in a broader context of 

insecurities as well as sub -strategies on tackling terrorist financing and radicalisati on. This 

section ends with reflections on this constellation of documents that together constitute 

counter - terrorism as a so -called composite policy area. The focus is on the official 

representation and not so much on how intentions played out in practice.  

4.1.1.  Predecessors  

The EU adopted a formal Counter -Terrorism Strategy in December 2005. It is worthwhile to 

briefly revisit some of the broader historical context in order to understand that its standing 

as a distinct policy domain was not given (and neither wi ll it be in the future). Counter -

terrorism was discussed among the Member States in the so -called Trevi - framework (1975 -

1993). 75  This concerned the exchange of information and best practices among police and 

judicial officials in the Member States. Cooperat ion was informal and not officially part of 

the institutional structure of the then European Community (EC). The Trevi - initiative is the 

first step of the European Community/EU in the field of internal security. The formalising of 

police and judicial coope ration in criminal matters under Title VI of the Maastricht Treaty in 

February 1992 referred to terrorism as one of the areas of concern. 76  However, actual 

policy development in the context of what became known as óJustice and Home Affairsô 

(JHA) focused on  tackling organised crime, drug trafficking, and illegal migration. 77  

Terrorism was, at least on the level of policy communications (European Council 

Conclusions), often seen as part of organised crime. The óAction Plan to Combat Organized 

Crimeô is a case in point. 78  

                                                 

 
74  Council of the European Union, ñThe European Union Counter-Terrorism Strategyò, 14469/4/05 Rev 4, 30 
November 2005, p. 6.  
75  Monar, J., ñEU internal security governance: the case of counter - ter rorismò, European Security vol. 23, no. 2 
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76  Title  VI, Treaty on European Union, OJ C 191, 29.7.1992.  
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Van Leeuwen, M (ed), Confronti ng Terrorism: European Experiences, Threat Perceptions and Policie s. Kluwer Law 

International: The Hague, London, New York (2003), p. 188.  
78  Council of the European Union, ñAction Plan to Combat Organized Crimeò, OJ C 251, (Adopted by the Council on 
28 Apr il 1997 ) . 
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Matters changed in response to the attacks of 11 September 2001 in the United States. At 

the end of an informal and extraordinary meeting of the European Council in Brussels, the 

Belgian Presidency presented óConclusions and [a] Plan of Actionô which prioritised several 

themes: óSolidarity and Cooperation with the United Statesô, óThe Unionôs involvement in 

the worldô which linked efforts to tackle terrorism with the EUôs Common Foreign and 

Security Policy (CFSP), and óWorld economic prospectsô about ensuring economic and 

financial stability. 79  The most elaborate theme was óThe European policy to combat 

terrorismô, the first high-level EU intention to work towards an EU approach to countering 

terrorism. It focused on implementing the policy agenda  on police and judicial cooperation 

formulated at the European Council meeting in Tampere, Finland, in October 1999. In 

addition, it asked for the implementation of international legal instruments on counter -

terrorism, highlighted the need to take action o n the ófunding of terrorismô, a strengthening 

of air security, and to coordinate EU policies regarding counter - terrorism. The approach 

focused mostly on the implementation of existing policies.  

4.1.2.  The 2005 Counter -Terrorism Strategy  

After the bombings in Madr id on 11 March 2004 the European Council adopted a 

óDeclaration on combating terrorismô which both called for the implementation of existing 

measures as well as the development of new ones. 80  The Declaration was accompanied by 

an óEU Plan of Action on Combating Terrorismô, a long table or óroadmapô for the purposes 

of monitoring implementation and creating an overview, and listing measures, the 

competent bodies, and deadlines. 81  This roadmap was structured according to seven so -

called Strategic Objectives. Th ese focused on: (1) international cooperation, (2) terrorist 

financing, (3) the detection, investigation, prosecution, and prevention of terrorist attacks, 

(4) transport security and border control, (5) adequate response capacity after a terrorist 

attack, (6) support for and recruitment into terrorism, and (7) a focus on priority Third 

Countries in terms of external action. 82  The roadmap was structured according to these 

seven objectives. The seven objectives also show how the approach to counter - terrorism 

became more fine -grained and specialised into distinct topics.  

The organisation of the roadmap according to the seven objectives turned out to be short -

lived. In response to the bombings in London on 7 July 2005, the United Kingdom (UK), 

holding the Preside ncy for the second half of the year, drafted what was ultimately adopted 

in December 2005 as the óEuropean Union Counter-Terrorism Strategyô.83  It was the first 

time EU public policy documents of this nature began referring to ócounteringô rather than 

ócombatingô terrorism. This might suggest a broader interpretation of what was needed to 

deal with terrorism as well as perhaps a more institutionalised approach since ócombatingô 

carries a more ad hoc connotation. The Strategy was closely modelled  on the UKôs own 

strategy and consisted of four so -called ópillarsô: prevent, protect, pursue, and respond. 

Prevent concerns policies to anticipate people from ñturning to terrorism and to stop the 

next generation of terrorists from emergingò.84  Protect is about better defending against 

attacks and the impact of attacks. Improvements with regard to (external) border security, 

and transport and other critical infrastructure is central under this pillar. Pursue refers to 

                                                 

 
79  Eur opean Council, Conclusions and Plan of Action of the extraordinary European Council Mee ting on 21 
September 2001, pp. 11 -14.  
80  Council of the European Union, ñDeclaration on combating terrorismò, 7906/04, 29 March 2004. 
81  Council of the Euro pean Union, ñEU Plan of Action on Combating Terrorismò, 10586/04, 15 June 2004, p. 5.  
82  Ibid. , p. 5.  
83  Council of the European Union, ñThe European Union Counter-Terrorism Strategyò, 14469/4/05 Rev 4, 30 
November 2005.  
84  Ibid., p. 7.  
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ñdisrupt terrorist activity and pursue terrorists across bordersò and revolves around the 

strengthening of capabilities for improved police and judicial cooperation. 85  Police and 

judicial cooperation as well as countering terrorist financing are key aspects here. Respond 

involves dealing with the consequence s of terrorist attacks and refers to crisis management 

arrangements. The Strategy has not been updated since 2005.  

The Strategy settles on the scope of counter - terrorism, but also positions it in relation to 

the values, goals and institutional procedure th at governs it. The four pillars are preceded 

by a óstrategic commitmentô that sets out the values and goals of the strategy: ñTo combat 

terrorism globally while respecting human rights, and make Europe safer, allowing its 

citizens to live in an area of fre edom, security and justiceò.86  The role and responsibilities of 

the EU as a counter - terrorism actor is then outlined. It clarifies that Member States have 

the primary responsibility for counter - terrorism, and that the EU mainly serves in a 

supporting role. This role is envisaged as (1) the ñstrengthening [of] national capabilitiesò 

through the sharing of information and best practices, (2) ñfacilitating European 

cooperationò, (3) ñdeveloping collective capabilityò, both in terms of understanding and EU 

polic y responses, and (4) taking international action in the context of the United Nations 

and with third countries. 87  These four strands are óprioritiesô and not necessarily obligations 

for the Member States to follow. It brings up the question what role the st rategy fulfils : is it 

an óinspirational sketchô, a ómission statementô, or a óbasic reference pointô for policy-

makers? 88  

The Strategy then outlines how ópolitical oversightô, i.e. democratic procedure and 

accountability, is administered. The European Counc il should maintain political oversight. A 

óhigh-level political dialogue on counter -terrorismô between the Council, the European 

Parliament, and the Commission should meet every half - year to discuss inter - institutional 

relations. The Committee of Permanent  Representatives (COREPER), in conjunction with 

the EU Counter -Terrorism Coordinator and the Commission, is tasked with keeping an eye 

on the progress on the Strategy. 89  

4.1.3.  Overarching and sub -strategies  

The EUôs counter-terrorism policies are also part of a b roader architecture concerning 

security. How does the 2005 Counter -Terrorism Strategy as well as affiliated sub -strategies 

fit within the broader EU security architecture and what does this mean in terms of overlap, 

gaps and effectiveness? There are severa l strategies (and action plans) that break up and 

situate the task of counter - terrorism across a range of fields. Documents detail the relation 

between counter - terrorism and critical infrastructure protection, customs, explosives, 

transport and air cargo s ecurity, and a security industry to mention a few. Perhaps the 

most important sub -strategies are those on countering radicalisation and recruitment, and 

countering terrorist finance. A óStrategy for Combating Radicalisation and Recruitment to 

Terrorismô appeared in 2005 and with updates in 2008 and 2014. This involves to ñprevent 

people from becoming radicalised, being radicalised and being recruited to terrorism and to 
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prevent a new generation of terrorists from emergingò.90  The emphasis is on acting before  

the threat materialises and the strategy stresses the participation of non - traditional 

security actors such as social workers and civil society organisations, and traditional 

security actors in a new role such as community police officers. Countering terr orist finance 

is expected to ñmake a powerful contribution to the fight against terrorismò.91  A strategy on 

countering terrorist financing appeared in October 2004, before the general Counter -

Terrorism Strategy in December 2005, and a revision appeared in J uly 2008, after which 

the Commission published an action plan in February 2016. 92  Tackling terrorist financing 

involves the financial sector in reporting suspicious or usual activities to the authorities and 

underlines the need for these authorities to coop erate and share information with the 

intelligence and security services and law enforcement authorities. 93  The sub -strategies 

work out in more detail specific aspects of the 2005 general Counter -Terrorism Strategy. 

Counter -terrorism is in this sense a ócompositeô policy area; it brings together a number of 

different fields, ranging from amongst others the social domain, the financial sector, law 

enforcement, critical infrastructure, and border security. 94  This brings up three questions. 

First, since there are  many sub -strategies or action plans, issues of coordination, 

coherence, and consistency emerge as pressing matters. Second, who is in charge of these 

processes (see section 4.2 on the mapping of the various actors)? Three, what function 

does the 2005 Coun ter -Terrorism Strategy have in this regard?  

Similar concerns exist with regard to the overarching strategies. The EUôs policy activity in 

the field of security is structured according to an internal (within the EU) and external 

domain (outside the EU). Ex ternally, the óEuropean Security Strategyô appeared in 2003, its 

successor -  the óShared Vision, Common Action: A Stronger Europeô ï in 2016. 95  Both 

documents listed terrorism among several other concerns. For instance, the 2016 strategy 

places terrorism al ongside ñhybrid threats, climate change, economic volatility and energy 

insecurityò.96  Internally an óInternal Security Strategyô (ISS) was published in 2010 with a 

renewed version in 2015. 97  Similar to the external strategies, both ISSs outline a broader 

insecurity landscape of which terrorism is a part together with ñserious and organised 

crimeò and ñcybercrimeò; the 2010 ISS offered several other issues, including ñviolence 

itselfò and ñroad traffic accidentsò.98  More recently, there were two additional ini tiatives to 

improve cooperation regarding internal security. The óEuropean Agenda on Securityô was 

launched in 2015 in order to ñbring added value to support the Member States in ensuring 
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Policy Department for  Citizens' Rights and Constitutional Affairs  

____________________________________________________________________________________________ 

 48  

securityò by improving information sharing and the prevention of radicalisation. 99  Following 

the attacks in Brussels in March 2016, the concept of a óSecurity Unionô was launched as a 

way to ñmove beyond the concept of cooperating to protect national internal security to the 

idea of protecting the collective security of the  Union as a wholeò and to this extent, again, 

emphasising the need to improve information sharing. 100  Despite their different focus, the 

documents on the internal and external dimension share two underlying assumptions. One 

is the interlinking of internal an d external security. 101  The other ï of more importance here 

ï is the insistence on a multidisciplinary approach in dealing with threats and conflicts. 102  

The overarching strategies thus seek to address the apparent gap of stand -alone strategies 

such as the 200 5 EU Counter -Terrorism Strategy. At the same time, this brings up the 

question what the added value is of the 2005 EU Counter -Terrorism Strategy? Does the 

Strategy serve to signal the importance of the theme of counter - terrorism? Does it 

highlight the valu es guiding EU counter - terrorism policies? Or does the strategy offer mere 

óconceptual guidanceô?103  The various overarching and sub -strategies do not seem to foster 

the coherence that might be needed to govern in a policy domain so taken by events such 

as co unter - terrorism.  

4.2.  Actors and mandates  

In the previous section, the EU counter - terrorism policy documents were discussed. It was 

concluded that counter -terrorism is a ócompositeô policy area with challenges related to 

coordination, coherence, and consistency , and that it is not always clear who is in charge of 

these processes. In this section, the various EU actors and their mandates are examined. 

Attention is paid to the actors responsible for setting out strategies and policies, for 

adopting concrete measur es, and for applying and enforcing these measures. The way the 

EU actors normally operate in other EU policy areas (i.e. other than the areas under which 

counter - terrorism is dealt with) will be contrasted with the special characteristics of the 

way in whi ch the work on counter - terrorism is organised. For instance, overlapping 

competences and unclear mandates can make it difficult to establish who is in the lead of 

specific actions, who is in charge of coordination etc. Furthermore, attention is paid to the  

manner in which the actors abide by their own guidelines on evidence based policy making, 

public participation and better regulation.   
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The main EU actors are the EU institutions, notably the European Council, 104  the Council of 

the European Union (the Counc il), 105  the European Parliament, the European Commission 

(including, since September 2016, the Commissioner for the Security Union) 106  and the 

Court of Justice of the European Union (CJEU). Besides these official institutions, several 

other actors are also inv olved, such as the Counter -Terrorism Coordinator (CTC) 107  

established by the European Council in 2004 and Europolôs European Counter Terrorism 

Centre (ECTC), which was created in January 2016.  

Any action from the side of the EU actors needs a basis in the EU  Treaties, as the EU can 

act only within the limits of the competences conferred upon it by the Member States in the 

Treaties to attain the objectives set out therein. 108  In principl e, EU competences are either 

exclusive or shared with the Member States, but  there also exist special competences. The 

ones on counter - terrorism are shared competences that can be found in the provisions 

dealing with the EUôs area of freedom, security and justice (AFSJ), and special competences 

where the Common Foreign and Securit y Policy (CFSP) is concerned. 109  Given the complex 

underlying causes and background of terrorism, its overlap with several other societal 

problems such as organised crime and arms trafficking, and the clear nexus between 

internal and external security, the w ay the overall EU mandate is divided over two separate 

main working areas is historically understandable. Once EU norms are in place, the Member 

States need to ensure that they act in line with those norms. 110  As a general principle, even 

if it has the compe tence to act, the EU actors are to observe the subsidiarity principle. 111  

This principle requires that the EU only adopt measures where EU - level initiatives will 

better secure the fulfilment  of the objectives in the Treaties than Member State action. In 

spit e of the general applicability of the subsidiarity principle to EU action in all the areas 

where the EU does not have exclusive competence, it is specifically underlined that the 

principle also applies in the AFSJ. 112  Since the Union also does not have exclu sive CFSP 

competences, in principle the subsidiarity principle applies here as well. 113   

The mandates of the actors involved in shaping this counter - terrorism policy demonstrate 

specific features when compared to other EU policy areas, which might be among t he 

reasons why this policy area is widely regarded as complex, even after the changes brought 

about by the Treaty of Lisbon. 114  First of all, it can be noted that where the AFSJ is 

concerned, the Union is reminded that the different legal systems and traditi ons of the 

Member States are to be respected (art. 67(1) of the Treaty on the Functioning of the EU 
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(TFEU)). This provision underlines that the Union is not to aim at full harmonisation of 

issues like combatting terrorism. This is confirmed by art. 72 TFEU , where it is stipulated 

that the exercise of responsibilities incumbent upon Member States relating to the 

safeguarding of internal security is not to be affected. The provision has been explained to 

constitute a safeguard clause that allows Member States  to deviate from common decisions 

adopted at EU level, to the extent that they can prove that law and order as well as internal 

security are affected by such an initiative or action. 115 Additionally, art. 4(2) of the Treaty 

on European Union (TEU) stipulates  that ñnational security remains the sole responsibility 

of each Member Statesò. Another author said the article means that ñany action at EU level 

will be complementary and subject to the principle of subsidiarityò.116 Yet another author is 

of the opinion t hat art. 72 TFEU merely confirms that measures are to be implemented by 

the Member States, particularly as regards coercive sanctions. 117  Whatever the exact 

meaning of these Treaty provisions is, it seems clear that the area of combatting terrorism 

(notably where AFSJ is concerned) does not form an ordinary shared competence, but 

rather one in which the EU depends heavily on the willingness of Member States to move 

forward and the way that Member States interpret the term óinternal securityô, and want to 

call  upon that exception.  

Normally speaking, the European Council is responsible for providing political impetus for 

the development of the EU. Where security is concerned, it is assigned more concrete 

tasks. In the AFSJ, it is to ñdefine strategic guidelines and operational planning within the 

area of freedom, security and justiceò (art. 68 TFEU). As for external security, it is to 

identify the strategic interests and objectives, where need be in the form of a thematic 

approach (art. 22 TEU). Hence, the treat ies seem to designate that the European Council 

should be the lead EU institution where strategic matters of combatting terrorism are 

concerned. However, the Council also adopts conclusions setting out strategies and 

measures that need to be adopted in ord er to fight terrorism. At times, the Commission 

also adopts strategies on this topic. 118  This overlap can lead to confusion regarding the 

question who is in charge of the strategies.  

Once strategic guidelines, interests and objectives are set out by the Euro pean Council 

and/or the Council, or at times by the European Commission, normally speaking concrete 

proposal for binding legislation are to be proposed by the European Commission. 

Extraordinarily, in the AFSJ, a quarter of the Member States can also initia te proposals. In 

all other cases, the Council (by a simple majority) can only request the Commission to 

submit a proposal (art. 241 TFEU); in a similar vein, the European Parliament can, by a 

majority of its component Members, request the Commission to sub mit a proposal (art. 225 

TFEU).  

The category of relevant stakeholders who need to be consulted in the process of Impact 

Assessments constitute an often overlooked and undervalued other actor in EU counter -

terrorism policy. In spite of assurances regarding  more involvement of citizens in the 

preparation of new initiatives, of the 88 legislative initiatives regarding counter - terrorism 

                                                 

 
115  Wollf, S., Goudappel, F. and De Zwaan, J., Freedom, Security and Justice after Lisbon and Stockholm , (T.M.C. 
Asser Press: The Hague 2011), p. 14.  
116  Kaczorowska, A., European  Union Law  (2d ed.), Routledge, London and New York (2011), under point 2.4.2. 
Her latter point is not typical for counter terrorism measures: any measure proposed under a shared competence 
needs to meet the subsidiarity principle. The author also points a t art. 4(2) TEU, which stipulates that ñnational 
security remains the sole responsibility of each Member Statesò. 
117  Peers, S. EU Justice and Home Affairs Law  (3d ed.), Oxford University Press, Oxford and New York (2011), p. 
156.  
118  For example Commission, T he European Agenda on Security (COM(2015)185 final).  
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since 2001, a public consultation was performed in merely three cases. 119  Impact 

Assessments should accompany any major initiat ive and describe impacts of initiatives, 

alternative options, and costs  and benefits etc. 120  These assessments can contribute to a 

more evidence -based approach in EU policy and law making. Unfortunately, in the area of 

counter - terrorism, the Commission has a lso not been forthcoming in subjecting its 

proposals to I mpact Assessments . Only one quarter of the legally binding measures 

adopted since 2001 were subjected to I mpact Assessments .121  Particularly striking is the 

lack of an Impact Assessment where the new D irective on Combating Terrorism that is to 

replace Framework Decision 2002/475 is concerned. 122  None of the Council initiatives have 

been accompanied by an I mpact Assessment .123  The lack of public consultations and ex 

ante assessments is not compensated by ex post reviews or evaluations. 124  The fact that 

better regulation guidelines regarding ex ante Impact Assessments of new proposals, and 

review and evaluation of the functioning of existing measures have often not been 

observed, does not help in working towards  a more coherent and effective approach.  

In the pre -Lisbon period, the European Parliament did not yet act as co - legislator in 

matters of counter - terrorism. As a result, some three quarters of the EU legislative 

measures adopted since 2001 were adopted wit hout the European Parliament operating as 

co- legislator. Often, the institution was only consulted. However, after the adoption of the 

Lisbon Treaty, generally speaking the European Parliament received full co -decision powers 

in the AFSJ, with exceptions i n cases related to specific and sensitive subject matters. 125  

Where the Council is concerned, it was already mentioned that it meets in different 

configurations and that for each of these, the work on counter - terrorism is carried out with 

the help of numerou s different working groups. 126  Within the Foreign Affairs configuration of 

the Council alone, for instance, three different Working Groups contribute to the 

preparation of legislation: the Working Party on Terrorism (International Aspects) (COTER), 

the Worki ng Party on the Application of Specific Measures to Combat Terrorism (COCOP), 

and the Working Party of Foreign Relations Counsel lors (RELEX). Within the JHA Council 

Configuration, no less than five Working Groups help out.  

The Commission is normally in ch arge of executive tasks, but in the area of counter -

terrorism these tasks are often assigned to the Council. The Commission has divided its 

tasks over various Directorates General (DGs). The bulk of the Commissionôs involvement 

with counter - terrorism lies with DG Home, but given the complex nature of the subject, 

other DGs are regularly involved as well. 127  As of 1 December 2014, its regular task of 

                                                 

 
119  De Londras, F. and Doody, J .,  The impact, legitimacy and effectiveness of EU counter - terrorism, Routledge, 
New York  (2013),  p. 26.  
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(COM(2002)  276 final ).  
121  Ibid ., p. 27.  
122  European Commission, Proposal for a Directive of the European Parliament and of the Council on combating 
terrorism and replacing Council Framework Decision 2002/475/JHA on combating te rrorism (COM(2015) 625 
final) . The lack of an I mpact Assessment was criticized by a number of NGOs, see International Commission of 
Jurists, Amnesty International, Open Society Justice Initiative and the European Policy Institute, ñJoint submission 
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124  Ibid., pp. 31 -32.  
125  For instance where passports and identity cards ar e concerned (art. 77(3) TFEU).  
126  Ibid., p. 50.  
127  For instance, where the EU Data Retention Directive is concerned, DG Information Society and Media and DG 
Internal Market and Services also played a role.  
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checking whether Member States abide by EU law norms was expanded to measures in the 

field of police cooperatio n and judicial cooperation adopted before the entry into force of 

the Treaty of Lisbon (13 December 2007). 128  With the appointment of the new 

Commissioner for the Security Union, Sir Julian King, as of September 2016, with a 

mandate to strengthen the overall  effort to combat terrorism, prevent radicalisation and 

strengthen the cooperation and data exchange ambitions, it will have to be seen how this 

actor will relate to the other actors on the marketplace of counter - terrorism, and to what 

extent he can take a  leading and coordinating role.  

To complete the mapping of the various actors involved in counter - terrorism, one can add 

the position of the CTC, created in 2004 by the European Council as mentioned earlier in 

this subsection . It was declared that a compre hensive and strongly coordinated approach is 

required in response to the threat posed by terrorism, but it turned out that the mandate of 

the CTC is nevertheless limited. For instance, while the CTC is to maintain an overview of 

all the instruments at the Unionôs disposal with a view to regular reporting to the Council 

and effective follow -up of Council decisions, 129  he is neither entitled to oblige Member 

States to provide information to the EU bodies nor coordinate individual Member Statesô 

national counter - terrorism structures or operations ï though the CTC is able to name and 

shame laggard Member States. 130  Clear improvements brought about by the CTC are 

lacking, according to some of the participants of this projectôs Policy Lab workshop and 

others. 131  In a st udy commissioned by the LIBE Committee in 2011 entitled óDeveloping an 

EU Internal Security Strategy, fighting terrorism and organised crimeô, the authors already 

pointed out that i t  was not clear how the work of the CTC would relate to the work of COSI 

or  the EEAS for that matter. 132  More recently, however, others have pointed out that, 

despite the limitations inherent in his post, the CTC has made significant progress in the 

process of establishing himself as a fully - fledged counter - terrorism actor on the 

international stage, and concluded that the CTC is increasingly considered an important 

component of the external dimension of EU counter - terrorism policy by both Member 

States and third states and bodies. 133  How the division of tasks and responsibilities bet ween 

the CTC and the new Commissioner for Security Union will play out, was not yet clear when 

writing this study.  

In conclusion, when examining the actors and their mandates in the area of EU counter -  

terrorism policy and law, it is generally felt that th e situation after the Treaty of Lisbon did 

not bring about more clarity. Currently, too many actors (see figure 11 below) are involved 

in the design and implementation of this policy area, and the tasks of the individual actors 

at times overlap. This overc rowding of EU counter - terrorism policy is especially clear when 

it concerns strategies that can be issued by the European Council, the Council as well as by 

the Commission, making it unclear who is in the lead. Furthermore, it is at times unclear 
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which res ponsibilities individual actors have, what the limits of their competences are, in 

which manner their interactions are to take place and who is in charge of coordination. 

Certainly not helpful to this situation is the lack of clarity on the scope of the te rm óinternal 

securityô, and the extent to which Member States are willing to call on that exceptional 

clause in order to give priority to their national competences. This seems to be at odds with 

the otherwise regularly expressed conviction that the nature  of the threat of terrorism has 

a cross -border character, and therefore merely a sum of national actions would fall short of 

addressing the true nature of the threat. Furthermore, the dynamic of the six months 

rotation of the EU Presidency implies that exp ectations as to the European Councilôs or the 

Councilôs capabilities ï driven by the ambitions of the various Presidencies ï to design and 

follow -up on a long - term vision, strategy and implementation of action plans need to be 

limited.  

 

Figure 11 : Selected actors in EU counter - terrorism policy  

 

 
 

Source:  PwC and ICCT  
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